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Krestfield OCSP Responder

Setup and Configuration Guide

Version 3.5
Overview

The Krestfield OCSP Responder is an RFC6960 compliant OCSP server offering the following features:

¢ Single stand-alone installation with no need for a separate IIS instance

e Support for Microsoft Security Providers as well as PKCS#11 supporting devices (including nCipher
and Thales Luna HSMs)

o Certificate automation - automatic provisioning of signing certificates from your Microsoft CA and
auto-renewals

¢ Multiple CAs can be supported by a single installation

It consists of the following components:

e The Management Console
o The application that is used to configure the system
e The OCSP Responder Service
o A windows service that runs independently of the Management Console. It is responsible for
processing the requests and returning the responses based on the configuration generated
by the Management Console
o Inthe Services snap-in this service is named Krestfield OCSP Responder

The Krestfield OCSP Responder is supported on the following operating systems:

e Windows Server 2016
e Windows Server 2019

Installation

The server requires .NET version 4.7.2 or above

Double click the SetupOCSPResponderV3.5.msi installation file and click Next at the start up screen:
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ﬁ OCSP Responder = X

llation Folder

KRESTEIELD

The installer will inztall 0CSP Fesponder to the following folder.

Toinstall in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files\Krestfield 0 C5P Respondert, Browse...
Disk Cost...

Install OCSP Responder for yourself, or for anyone who uses this computer:

(®) Everpone
() Just me

Cancel | | < Back | E Mest » i

Accept the default or choose an alternative installation folder and click Next and Next again

17 OCSP Responder - *

Complete
KRESTEIELD

OCSP Responder has been successfully installed.

Click "'Close'" to exit.

Pleaze uze Windows Update to check for any critical updates ta the NET Framewark.

Click Close
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Starting the Server

Double click the icon from the desktop:

Or click the Start button and navigate to All Programs - Krestfield > OCSP Responder and click
Krestfield OCSP Responder

All Apps Documents Web More ¥

Best match

Q Krestfield OCSP Responder O
App
Apps ]
Krestfield OCSP Responder
8 Krestfield OCSP Monitor N App
Management Console
User Account Control *

Do you want to allow this app to make
changes to your device?

Q OCSP Responder Management Console

Verified publisher. Krestfield Limited
File origin: Hard drive on this computer

Yes No

If the User Account Control dialog appears, click Yes. The Management Console runs under administrative
privileges in order to manage and monitor the underlying OCSP Responder Service

The logon dialog will appear:
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Management Console Logon

OCSP Responder 'é‘l

Administrator Password | |

‘ Change Password | Login | | Cancel |

Enter the administrative password and press Login

If this is the first time of using the OCSP Responder the following will be displayed:

Change Password .t

The administrator password must be changed. Press OKto
continue,

Change Administrator Password - [m| X

OCSP Responder '@

Old Password [ |

New Password | |
Retype Password | |

Change | | Cancel |

As you are required to change the default password

The default password (to be enter as Old Password) is password. This should be changed to a new
stronger password

For New Password type the new password and re-enter this in the Retype Password field. Click Change
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Password Changed *
o Password was changed succesfully

Click OK at the Password Changed confirmation dialog. Subsequently you will use this password to login

Note: The change password option can be followed at any point in the future by clicking the Change

Password option at the logon screen. If the password is lost contact support at support@krestfield.com
who will advise on options
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Configuration

Once logged in the following screen will be presented:

@ Krestfield OCSP Responder - [m] hd

PE =

. . Version 3.5

. Server is not running

Listening Port 80 OCSP Responder

Listening Address 192.168.86.25

Server URL ‘hﬂp:ll192,168,86,25 80/ KRESTFIELD

CA Name Enabled
Edit Aoply Cancel

The main controls are as follows:

> Start the OCSP Responder service

Stop the OCSP Responder service

Add a new CA

i + N

Delete an existing CA
Display the settings dialog

Display the log file
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Adding a new CA

The server can cater for any number of CAs. In a regular three tier PKI there are usually one or two OCSP
responders — one returning the status of the certificates issued from the Subordinate CA (i.e. the end-entity
certificates) and one could be responsible for returning the status of certificates issued from the root CA (i.e.
the Subordinate CA certificate and other certificates that may be issued directly from the root — such as
OCSP signing certificates)

A single installation of the Krestfield OCSP server can provide the status for certificates issued from both
the subordinate and root CAs as well as any number of other CAs. They do not need to be under the same
hierarchy - one instance could potentially provide the status from several PKls

When an OCSP request is received the server will look at the issuer information for that certificate and try to
match it against one of the CAs that has been configured. It will then use the settings for this CA to
produce a response

To add a new CA, click the Add new CA button: +

Mew Certificate Authority - O X

New Certificate Authority

This can be any name to which the CA may be referred to. This is the name that will
appearin the CA list.

CAName |CA Onel |

Enter a name for the CA and click OK. This can be any name and does not need to be the name of the CA
itself, although this is often useful
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Configure the Crypto Provider

The Responder supports Microsoft CNG (Crypto Next Generation) security providers and the PKCS#11
interface. Each CA can use either of these interfaces

To configure the Crypto Provider, select the Crypto Provider tab

D Krestfield OCSP Responder — o x
> -
. . Version 3.5
- Server is not running
Listening Port 80 OCSP Responder
Listening Address |192.168.86.25 -]
Server URL hittp://192.168.86.25:80/ ‘ KRESTFIELD
CAName |CA One Enabled
Crypto Provider  Cerificates ~ Status Source  Validity ~ Response Options ~ Caching
@® Microseft Provider
Provider Microsoft Enhanced RSA and AES Cryptographic Pravic
O PKCS#11
Edt Poply Cancel

The provider configured here will be used to generate and store the OCSP signing keys

Microsoft Provider

If a Microsoft Crypto Provider is to be used, select Microsoft Provider and select from the drop down list
the required provider e.g. Microsoft Enhanced RSA and AES Cryptographic Provider

PKCS#11 Provider

If a PKCS#11 Crypto Provider is to be used select PKCS#11 and browse to the PKCS#11 library (usually a
dynamic link library - .dll file) provided by the vendor of the device (e.g. an HSM)

Select from the Slot Number combo the slot to use (refer to the vendor documentation for information on
which slot to select). For Thales nCipher slot O usually refers to the module and slots 1, 2... etc refer to the
Operator smartcard slots. If Operator smartcards are being used, select the slot with the label for the
cardset in use

Enter the Passphrase for the slot and retype. Note: For Thales nCipher , if an Operator card set slot were
selected this is the Operator card set passphrase. For other implementations this may be a PIN or a
combination of username and pin. Again, refer to the vendor documentation for more details

When all fields have been entered click the Verify button to test the configuration
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PKC5#11 Settings Verification x

Checking PKC5#11 library...
PKCS#11 library found OK
Loading PKCS#11 library...

Loaded PKCS library OK

Obtaining slots...
Obtained 1 slots OK

Opening session with selected slot and passphrase...
Opened session OK. The PKC5#11 configuration looks good!

If any errors are reported, check the library, slot and passwords are correct that the PKCS#11 device has
been configured correctly and is accessible. Then retry

Click Apply
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Configure Certificates

Before configuring the certificates ensure that the Crypto Provider has been specified and the configuration
applied

For each CA, the CA certificate itself must be specified. This is the issuer certificate of the certificates
whose status will be responded on

Select the Certificates Tab and click Edit

| G mranttians GCLE Ragponter - o

PE -
'. Server is not running
Listonng Port |80
Listonng Address | 192 168.86.25
Sona LIFL hitp rER2. VAR BB 25 R0
[chone |

KRESTFIELD
ChName  |CA One B2 Enatiled

Crypto Pegwadir | Coieatid | Sighe Sowee  Vibdly  Fadponis Opborri  Cithag
Pl Al el e i bt il e el o e
oA Catcn =

Sl Mariber
N
LT

Ther s i 0 800 B TSP sadpaansod

Sagyrunny Cartihzato e -
Sovil Mumiber
N

Click Choose from the CA Certificate section

Choose the CA Certificate

4+ | Choose CA Certificate

Selectthe CA certificate from either the windows store or by browsing for the certificate file. This certificate mustbe the
issuing CA of certificates whose status will be requested.

® Select from machine store

Certificate Krestfield CA v View

Serial Number 1248841731191442144449235865252772438960242702

DN CN=Krestfield CA,OU=PKI Services,0=Krestfield Ltd, C=GB
Issuer CN=Krestfield Root, OU=PKI Services, O=Krestfield Ltd C=GB
Vaiid From 07 January 2017

Vaiid To 02 January 2037

O Select certificate file

Certificate File Browse.
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If the CA is already in the machine store, choose the correct CA certificate from the drop down. Otherwise,
select the Select certificate file option and click Browse to locate the CA certificate file. Once the CA
certificate has been chosen, click OK

Next, the signing certificate must be specified. This is the certificate that will sign the OCSP responses and
is usually issued from the CA the responder is providing responses for, but can also be from a CA further
up the hierarchy (e.g. the root CA), or from another delegated CA

If a signing certificate already exists in the Crypto Provider selected i.e. in the local Microsoft store (if a
Microsoft Provider was selected), or on the PKCS#11 device (if PKCS#11 selected) then click Choose
against the Signing Certificate

Choose Signing Certificate — X

/+ | Choose Signing Certificate

Selectthe ceriicate which will be used to sign OCSP responses.

Certificate Krestfield OCSP ~ View

Serial Number 450000009EC50CES00FCB2180400000000009E

DN CN=Krestfield OCSP

Issuer CN=Krestfield CA, OU=PKI Services, O=Krestfield Ltd, C=GB
Valid From 04 June 2020

Valid To 04 June 2022

oK Cancel

From the Certificate drop down select the required signing certificate and then click OK

If the certificate has not yet been issued, it is possible to generate a request as follows:

@ Krestield OCSP Responder - o x
-
) . Version 2.5
[ serveris not running
Listening Port 80 OCSP Responder
Listening Address [192.168.86.25 v‘
Server URL http://192.168.86.25:80/ ‘ KRESTFIELD

[cAone |

CAName |CA One Enabled

Crypto Provider ~ Cerliicales  Staus Source  Validity ~ Response Options ~ Caching

The CA certificate for which certificates will be checked

CA Certificate Krestfield CA Choose. View
Serial Number 1248841731191442144449235865252772438960242702
DN CN=Krestfield CA,OU=PKI Services,0=Krestfield Ltd C=GB
Issuer CN=Krestfield Root, OU=PKI Services,0=Krestfield Ltd, C=GB

The certifcate to sign the OCSP responses

Signing Certificate  [Krestfield OCSP | E Choose. ] View
Serial Number 450000009EC50CES00FCB2180400000000009E
DN CN=Krestfield OCSP
Issuer CN=Krestfield CA, OU=PKI Services, O=Krestfield Ltd, C=GB

Generate Request Accept Response.

Renewal Options.

‘ Edit Aoply Cancel
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Back on the Certificates tab, click the Generate Request button

Generate Certificate Request — m} %
Request Details
s

Requested DN ‘CN:KrastﬁaId OCSP Signer,O=Krestfield Ltd, C=GB|

< Previous Next > Finish Close

Enter the required distinguished name in the Requested DN field and select the key size. The key
algorithm will be RSA

Click Next
Generate Certificate Request - ] x
Generation Options
® Submit o CA Choose tfhis option to select a Microsoit CA and send the request

directly to the CA

O Generate CSR and Save Choose this option if you want to just save the CSR and process ata CA
manually

< Previous Nesxt > Finish Close

If you wish the OCSP Responder to obtain the certificate automatically, select the Submit to CA option.
Otherwise, select the Generate CSR and Save option. This latter option will require manual processing of
the CSR (Certificate Signing Request)
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If the Generate CSR and Save option is chosen, clicking Next will display the following:

Generate Certificate Request

Save CSR to file

CSR Filename |c:\cer‘tiﬂcate requesls\ocspsigner.csr‘i

Browse.

<« Previous Next > Generate CSR

Close

Choose a location to save the CSR and click Generate CSR. The CSR will be saved to the location

specified and also displayed in the CSR Data text box. This CSR data can be copied by clicking the E

button

Generate Certificate Request

Save CSR to file

CSR Filename ‘c:\ceniﬁcale requests\ocspsigner.csr

CSR Data

Browse

MIICPpTCCAYBCAQAWPDEYMBYGA1UEAWWPS3J1c3RmaWVsZCBPQINQMRMwEQYDVQOK
DApLenVZAGZpZWxKMRswCRY DVRQEEWIHRS CCASIWDQYIKoZ ThveNAQEEEQADYgER
ADCCAGoCoUEBATWaSDaWZE4 PHPEFzg4DQFadkd5hr 9yl fsncDp0 T 1nSV2FBYD
9+Gk4USMISS+A4pFbcxpfGRI9aAFXEnOrIkm+hYFsWhSM7205WRWauc8BQodksDR
WBbTEVSZgr2z4iSbviT/NeOyKrBERAWIVTtcUTaxpauZ4Y/Ub+I16ngQRXES493D
7QBU+wEul4uFNIK185YxeiEARMeAn1/ / 6QE51pgaal zZ42eWm6i KOFFESLoWE tNE
r1DcbBrveNFxBzMOsjRXt2buDoLZm7 kwwil4vZ TmNgE fwmUntgxJEZ62 8EpxMEb65
SoCTk6ZuS5CIERokoGruS4rELpKdIeks ) QcCANERRANMCRECSgESTD3DREIDIEX
MBUWEWYDVRO1BAwWWCgY IKWYBBQUHAWKkWCWYJK0Z InvecHAQELA4TBAQAcZeaMZD1A

< Previous MNest > Generate CSR

Close

Click Close when finished to close the dialog

This CSR must be processed at the issuing CA and the certificate response (as a .cer or .p7b file) obtained.
When this has been carried out, back on the Certificates tab, click the Accept Response... button:

Copyright Krestfield 2020



KRESTFIELD OCSP RESPONDER

The certificate to sign the OCSP responses

',1 KRESTFIELD

SECURITY SOFTWARE & CONSULTANCY

Signing Certificate Krestfield OCSP

Serial Number 61000000ACF47B9DD0566FD1170000000000A
ON CN=Krestiield OCSP, O=Krestfield, C=GB
Issuer CN=CMKey CA1, O=Unsung Ltd, C=GB

| Generate Request... |I Accept Response... I

Either select the location of the Response File or if the data is PEM encoded it can be pasted in by clicking

the button

Accept Response

) | Enter Certificate Response

Response File |c:\c:emﬂc:ates\ocspresponse.c:el1

Or paste certificate or pkcs#7 base64 encoded data below

Click Accept

|| Close
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Submit to CA

If Submit to CA is chosen the following screen will be shown:

Generate Certificate Request - m] X
F —
CA Details
L
CA Details [ Gt Defaut CA From List...
CA Account No account details set Set CA Credentials

ffthis is set this account will be used to get templates and request the certificate from the
CA. ifthis is not set the account runming this application will be used

Select Template

[ Auto renew Ifthis option is checked, the service will attempt to auto-renew the certificate. ffthe CA Account
is setabove, this accountwill be used otherwise the accountthe service runs under will be
used

< Previous Next > Submit to CA Close

CA Details

For CA Detalils, enter the CA details in the form hostname\ca name, as returned in the config section when
certutil is run e.g.:

isroertutil

[Entry B: (Locall
Name : *Krestfield CA°’
Organizational Unit: “PKI Services’
Opganization: “Krestfield Ltd’
Locality: s
State: v
Countrysregion: *GB*

Config: *IssuingCh.int . krestfield.com“\Krestfield Ch’
Exchange Certif ivaies .
Signature Certificate: *IssuingCA.int .krestfield.com_Krestfield CA.crt’

Description: s

Server: 'Isstungcﬂ 1nt krestfield.com’
Authority: * fi

Sanitized Mame: *

Short Name: “Kreztfield CA’

In the above example the CA details would be: TssuingCaA.int.krestfield.com\Krestfield CA

Alternatively, to populate this field with the default CA details (e.qg. if you only have one CA in your
environment), click Get Default CA. Or, if you have multiple CAs available you may click From List...
which will present a dialog from where the chosen CA can be selected
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Select Certification Authority | ?_ IS

Select a certification authority {CA) you want to use.
CA Computer

Krestfield CA IssuingCA.int krestfield.com

Set CA Credentials

The account that will be used to communicate with the CA may be set by clicking the Set CA Credentials
button and completing the form:

Set Credentials - O >
—

’f Set CA Credentials

Domain |krestﬂeld |

Account Name |test.useri |

Password |oooooooooooo |

Retype Password |...........o |

These account details (or a group the user is a member of) must have permissions to request certificates
from the CA. The following example shows the CA properties with the Security tab selected. A group
called XCA_CERT_MANAGERS has Read and the Request Certificates privileges. If the account to be
specified is a member of this group they will be able to request certificates
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CA1 Properties ? X
Extensions Storage Certificate Managers
General Policy Module Exit Module

Enrolment Agents Auditing Recovery Agents Security

GI’DUD Or User names:
B8 Authenticated Users
XCA_CERT_MANAGERS (CMKEY\XCA_CERT_MANAGERS)

Add.. Remaove
Pemissions for
XCA_CERT_MANAGERS

Read

Issue and Manage Certficates
Manage CA

FRequest Cerificates

H
o
&

2

KHOO®|E
ooog

Cancel Apply Help

The user (or group they are a member of) will also require Read, Enroll and Autoenroll permissions on the

certificate template. The following example shows the properties of the OCSP Response Signing template
with the Security tab selected. The XCA_CERT_MANAGERS group has the required permissions set, so

any account in this group will be able to auto-enrol for certificates from this template

OCSP Respense Signing Properties 7 X

Subject Name |ssuance Requiremerts
General Compatibility Request Handing Cryptography = Key Attestation
Superseded Templates Extensions Securty Server

Group or user names:
SR Autherticated Users
AXCA_CERT_MANAGERS ({CMKEY'\XCA_CERT_MANAGERS)

Add... Remove
Pemissions for
XCA_CERT_MANAGERS Allow Deny
Full Cortrol O O
Read 1
Wiite: O O
Enroll O
Autoenroll O

For special pemmissions or advanced settings, click Advanced
Advanced

QK Apply Help

If no CA Credentials are set then the accounts that run the management console and underlying service
(Krestfield OCSP Responder) will be used when certificates are issued. If you wish to use this option, you
should set the service to run under a specific service account that has the correct permissions
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Credentials are encrypted by the application and also tied to the hosting server. They are not stored in the
clear in the configuration
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Get Available Templates

Click this option to obtain the list of available OCSP signing templates on the targeted CA. If an account
has been set in the CA Credentials dialog, this will be used to request the available templates from the CA,
otherwise the account the Management Console is running under will be used

Select the required template from the drop down

Note only templates that have the OCSP Signing enhanced key usage set will be listed here

Generate Certificate Request - [m] s
H CA Details

CA Details ||55u\ngCA,lnt,kresmeld,com\Krestﬁe\t Get Defauft CA From List...

CA Account dummy.user Set CA Credentials

Ifthis is set this account will be used o gettemplates and request the certificale fiom the
CA. [fihis is not set the account running this application will be used

Select Template OCSPResponseSigning w| | Get Available Templates
[ Auto renew Ififis option is checked. the service will attempt fo auto-renew the certificate. ffihe CA Account
is setabove, this accountwill be used, othenwise the account the senvice runs under will be
used
< Previous Nest > Submit to CA Close

Auto Renew

The certificate can be renewed before it expires automatically. Click the Auto renew check box to enable
this. Note that this operation will be performed by the service and so the service account or CA Account set
previously will be used to request the certificate from the CA

Further renewal options such as frequency of checking etc. can be set on the options dialog (see Cert
Expiry Checks below)

Generate Request

Click the Generate Request option to generate the CSR using the selected Crypto Provider, submit the
request to the CA, import the certificate and configure it as the signing certificate

Certificate Created OK X
o Certificate generation was successfull

Click OK and then Close to close the Generate Certificate Request dialog
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Configure the Status Source

The status source is the CRL (Certificate Revocation List) file, produced by the CA. It contains the
revocation status of certificates issued from this CA

When using OCSP it is usual for a new CRL to be generated by the CA frequently and/or every time a
certificate is revoked. This ensures that the OCSP has the most up to date information

To configure this, select the Status Source tab

Crypto Provider ~ Cerificates ~ Status Source  Validity =~ Response Options ~ Caching

O CRLis available as a local file
The CRL fitename. This file will be re-read
Location everytime a new file is written (Refresh Rate is
Ignored)

(O CRL s held in an LDAP Directory The LDAP address (ldap}..)
LDAP URL | |

@ CRL is available via a URL The htip address (htip/..)
HTTP URL |hnpffwww krestfield.com/cri/KrestfieldCA.crl ‘

Refresh Rate 5 2 Minutes The period atwhich to reffesh the CRL from the
end point

Test Download

The CRL can be accessed from the following locations:

e Afile
o The CRL may be copied to a location the OCSP server can access or the file location may
be a share on another machine. To choose this option select the CRL is available as a
local file option and type or browse to the CRL location
e An LDAP address
o The Microsoft CA can publish the CRL to Active Directory. This location can then be
accessed by the responder. To use this option, select the CRL is held in an LDAP
Directory option and enter the LDAP address
e An http location
o Ifthe CRL in question is published to an http end point, this can also be configured. To use
this option select the CRL is available via a URL option and enter the http address

The easiest way to find the LDAP or http address is often just to open a certificate issued from the CA and
view the CRL Distribution Points extension. A typical entry may look like this:

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=Idap:///CN=Krestfield CA,CN=IssuingCA,CN=CDP,CN=Public Key
Services,CN=Services,CN=Configuration,DC=int, DC=krestfield, DC=com?certificateRevocationList?base?objectClass=cRLDi
stributionPoint
(Idap:///CN=Krestfield%20CA,CN=IssuingCA,CN=CDP,CN=Public%?20Key%20Services,CN=Services,CN=Configuration,DC
=int,DC=krestfield, DC=com?certificateRevocationList?base?objectClass=cRLDistributionPoint)

URL=http://www.krestfield.com/crl/KrestfieldCA.crl
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The Idap address highlighted in blue could be copied and pasted into the LDAP URL location

® CRL is held in an LDAP Directory
LDAP URL |Idap:ﬂ,fCN=Krestﬁeld CA.CN=IssuingCA.CN=CDP,CN=Public Key Ser\ric:| |

Or the http address highlighted in green could be copied to the HTTP URL location

@® CRL is available via a URL
HTTP URL |http:ffwww.krestﬁeId.comfcrlfKrestﬁeIdCA.crH | |

The choice of which location to use depends on the design of the CA. Note that these locations can also be
monitored using the Krestfield CRL OCSP Monitor

To test the accuracy of the LDAP or HTTP locations, click the Test Download button. This will attempt to
retrieve and display the CRL from the location specified. This will confirm that the CRL is accessible at that
point

If an LDAP or HTTP URL location is used, the responder can check for a fresh CRL at the interval specified
by the Refresh Rate:

Refresh Rate 5 = Minutes

l.e. in this example the server will check (download from the URL or LDAP address) for a new CRL every
five minutes

If a file location is used, a new CRL will be read every time it is produced. For example, if the CRL is
produced via a scheduled task every five minutes, the responder will recognise when the CRL has been
updated and automatically reload
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Configure Response Validity

OCSP Responses have a lifetime, contained within the Next Update field within the response data. This
indicates how long the recipient can rely on this information for

For rapid revocation status updates, it is generally a short period (5 — 10 minutes) but could be longer
depending on the use and security requirements

To configure the lifetime of an OCSP response, click on the Validity tab

Crypta Provider | Cenificates | Status Source | Validity | Respanse Optians | Caching

Include MNext Update tnciuda the Waxi Updata fiaid in the OCSP rasponse
© Get data from status source Use the ifatime of the GRL far the Next Updare faic
® Setto |60 S minutes Tha lfetine will be s many minvies afar he rasponse has been procuced

Tima that will be acdad fo the OCSF rasponsa
Time Skew B0 2 seconds Thiz time will ba lakan from ihis Updata and acdad fa next Undala (¥ includad)
FPravayis fima synchromnsalion issuas

If the Next Update field should be included in the responses, check the Include Next Update check box (if
this is not checked the OCSP response will not include the Next Update field entry)

Choose either Get data from status source (the OCSP Response will use the Next update field from the
CRL) or Set to a specified number of minutes (the OCSP response will always be generated with a Next
Update this number of minutes from the creation time)

If there are any potential timing issues (e.g. if some clients may not have their clocks synchronised), set
Time Skew to the number of seconds to extend the validity of a response to take into account time drift.
The number of seconds specified will be taken from the produced at and this update fields and added to
the next update field
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Configure Response Options

Select the Response Options tab:

Crypto Pravider | Cetificates | Status Source | \/a\lmty‘ Response Options ‘ Caching ‘

Respect NONCE Ifa Nonce (Number Once) js included in e requast i wil be ratured in the response

[ Requests must be signed Wea raguestis not signed’ an aror (Signature Raguirad) will be retumead

Signing Hash Algorithm [SHA-256 v Tha hash algerihm vsad whan signing th response

Test Optians

[ Return GOOD for all requests WARMMNG: For tasi pureasas only: No matier whative CAL conmfaing of
whatl CA the cartificate has baan issad from-ratun GOOD

[ Delay response by 0 = milliseconds WARNING: For test pusposes only. Delays the sending of the response
by the number of miliseconds specifie

The following options are available:

e Respect NONCE
o If checked and a Nonce (Number Once) value is included in the request, a fresh response
will be generated with the same Nonce as received in the request (added to the response
Nonce extension). If this is not checked then a Nonce will never be included in the response
e Requests must be signed
o If this option is checked, OCSP requests will be rejected (UNAUTHORIZED will be retuned)
unless signed by a certificate issued from the same CA as configured
e Signing Hash Algorithm
o What algorithm to sign the OCSP Response with. The options are:

= SHA-1

= SHA-256
= SHA-284
= SHA-512

e Return GOOD for all requests
o This option instructs the server to ignore the status source and return GOOD for all OCSP
Requests. WARNING: This option should be used for test purposes only. Although another
use could be as an emergency measure to allow clients to operate in the case where the
status source has failed to be produced. But this should be a temporary change and only
enabled subject to a risk assessment.
When this option is enabled revoked certificates will be accepted by clients as being valid -
as a GOOD response will always be returned regardless of the revocation status of the
certificate.
e Delay response
o This option can be used to assist testing and trouble-shooting. Essentially the response is
delayed for the number of milliseconds specified
Enabling this option in a production environment can severely impact performance
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Configure Caching

OCSP Responses can be cached to improve performance. If caching is enabled and a request is received
for a certificate which has previously been responded on. Then, if still valid, the previously generated
OCSP response will be returned unchanged

This removes the need to perform all the calculations required to produce a fresh response and generate
the digital signature for every request

To configure caching select the Caching tab:

Cerificates | Status Source | Walidity | Fesponse Options Cau

& No caching Alfresh rasponse will be genarsiad for each requast

© Cache respanses far m minutes f;fg;vj;:ﬂmﬂﬁe cached for this time. This velue must be lass than tha

" Cache responses until they expire Responsas will ba cached unil their validiy bme sxpiras

Select from the following options:

¢ No caching
o No caching will be performed. A newly generated response will be produced for each
request
e Cache responses for N minutes
o Aresponse will be cached for a number of minutes before a fresh response will again be
generated Note: Ideally the validity of the OCSP response should be larger than the number
of minutes specified here, although the responder will automatically generate a fresh
response if a cached version has expired
e Cache responses until they expire
o Use the Next Update field in the OCSP Response to decide how long to cache the response
for
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Configure Other Options

Click onthe "7 button to bring up the Options dialog

Logging
To configure the Logging options, click on the Logging tab

Krestfield OCSP Responder - m] X

Options

Logging Statistics Thread Pool CertExpiry Checks

Write Events and Errors to Text Log

Log Filename ‘C \ocsplog.txt Browse...

Roll Over Log Files
@® Rolloverwhenreach 100 £ Mb
O Rollover every day
Retain 10 2| LogFiles

Write Errors to Windows Event Log

The Log Level can be set to
e Full
o Maximum logging including all OCSP requests, responses and processing steps
e Minimum
o Only OCSP requests and responses will be logged
¢ None

o Nothing will be logged

Events and errors can be written to a text file. Check the Write Events and Errors to Text Log option
then choose the Log Filename

If Full logging is enabled, log files can become large. Therefore, it is best practise to archive off old logs
and roll over local logs. Check the Roll Over Log Files option and choose whether to roll over based on
size, or roll over based on time (every day). The number of rolled over log files to retain can also be set

The rolling over of log files works as follows:

The current log will always be named as chosen in the Log Filename text box e.g. logfile.txt

Copyright Krestfield 2020



',1 KRESTFIELD

KRESTFIELD OCSP RESPONDER ‘ SECURITY SOFTWARE & CONSULTANCY

If this log file reaches its rollover limit (size or date) it is copied to a file called <filename>1.<ext> e.g.
logfilel.txt. If there already exists a previous logfilel.txt, this will be renamed logfile2.txt and so on until the
number of log files reaches the limit to retain. At which point the last (oldest) file is deleted

Errors can be written to the Windows Event Log. To configure this check the Write Errors to Windows
Event Log option. Entries will have a Source = Krestfield OCSP Responder and Event ID = 2560

Statistics

The Server can produce statistics which can be viewed via a web browser. The location of the statistics
page can be accessed from http://<server name>:<server port>/~stats e.g.
http://ocsp.company.com/~stats

indou
&) - [ tiocaboss aveel O] 7 {2 Krestfield OTSP Responder xl_l o
Krestfield OCSP Responder Statistics
15 September 2015 16:35:06

Software Version 1.1
Server Start Time 02 September 2015 10:22:36
Uptime 13 Days, 6 Hours, 12 Minutes, 30 Seconds
Available Memory 1025.00Mb
Memory in Use 26.00Mb
Number of CAs 6
Number of OCSP Requests 156697
Number of GOOD Responses 156705
Number of REVOKED Responses 0
Number of UNKNOWN Respanses 0
Number of UNAUTHORIZED Responses 0
Number of MALFORMED REQUEST Responses 0
Number of ERROR Responses 0
Average Response Time 20.6ms
Number of CRLs Processed 0

To configure the statistics, click the Statistics tab:

Krestfield OCSP Responder - O X

Options

Logging ; Statistics | Thread Pool Cert Expiry Checks
Turn on statistics  (Statistics can be viewed at hijp /192 168.86.25:80) ~stats)

Auto Refresh Statistics Page

Every |10 +| seconds
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Check the Turn on statistics option to start producing the statistics page

Check the Auto Refresh Statistics Page option if you want the web page to auto-refresh and select the
number of seconds at which the page will refresh

Thread Pool

The number of threads the server will create for parallel processing of requests can be set by selecting the
Thread Pool tab

Krestfield OCSP Responder — [m] *

'/, Options

Logging Statistics | Thread Pool| Cert Expiry Checks

Sefs the maximum number of threads that can run simultaneousiy

Max Threads 10

Set the value for Max Threads

The server will create a thread pool at start-up which will grow to this size and be utilised for parallel
processing. More threads may increase performance but greater values can also increase start-up time or
consume HSM connections. The optimum value is dependent on the system resources and generally a
value of 10 should be configured initially and larger values then trialled, if further performance is required

Cert Expiry Checks

If any signing certificates are configured to auto-renew, this tab allows the setting of how often to check and
when to renew those certificates
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Krestfield OCSP Responder - [m] X

) /| Options

Logging Statistics Thread Pool CertExpiry Checks

The frequency at which the server will peform a check for cerdiicate expiry

Checkevery |1 + hours

# auto-renewal is configured setwhetherto renew based on the value setin the certificate
template (Renewal Period) or set a value manually

® Use template value

O Renew certificate |24 5 before expiry

ffauto-renewal is NOT configured an event will be logged when a certificate nears expiry

Logentry 2 S before expiry

The Check every option dictates how often the server will check for certificate expiry. For certificates that
have a short life (e.g. a number of days or less), this can be set to a number of hours. For longer life
certificates you may only want to check every day (24 hours) or week (168 hours)

Note that whether the certificate is going to be auto-renewed or not, its expiry time will still be checked and
log entries will be created

If a certificate is configured to auto-renew the time to renew can be dictated by the CA Certificate Template
(which has a Renewal Period time configured) or this time can be set manually. To set the renewal time
select the Renew certificate option and set the number of hours/days to renew before expiry

If auto-renewal is not configured, the server will start to log that a certificate is expiring at the period defined
by Log entry. For example, if a certificate has a lifetime of six months, you may wish to start logging entries
30 days before expiry to ensure the log entry is picked up and acted on in good time
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Example Configuration

Consider the following typical PKI hierarchy:

— @ —

Raot CA
Resporider ¢ AT
a |
Issuing CA
Responder < lssLing CA -
\
e [ -« &

End User Certificates

Root CA is the self-signed, root CA and issued the Issuing CA certificate. Issuing CA then issues the
end-user certificates.

Root CA Responder will provide responses for the Issuing CA certificate and the Issuing CA Responder
certificate. It has been configured with the Root CA as the CA certificate, and has been issued a signing
certificate from Root CA

Issuing CA Responder will provide responses for the end user certificates. It has been configured with the
Issuing CA certificate as the CA certificate, and has been issued with a signing certificate from Issuing CA

All revocation checking in this environment must be performed via OCSP

When a signature produced by an end-user certificate is verified the following revocation checks will be
performed:

1. Arequest for the revocation status of the end-user certificate is sent to the Issuing CA Responder

2. Thelssuing CA Responder returns a signed response containing the revocation status of this end-
user certificate

3. The revocation status of the OCSP signing certificate used to sign this response will then be
checked (Note: if the no-check extension is set within the OCSP signing certificate, this will not
occur). This request is sent to the Root CA Responder

4. The Root CA Responder returns a signed response containing the revocation status of the Issuing
CA Responder certificate

5. Arequest is then sent to the Root CA Responder for the status of the Issuing CA certificate. This
is sent to the Root CA Responder

6. The Root CA Responder returns a signed response containing the revocation status of the Issuing
CA Certificate
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Both of these responders can be setup within a single instance of the Krestfield OCSP Responder

To configure this setup the following steps should be taken:

1.

9.

Create a new CA called Root CA Responder and configure the preferred Crypto Provider for this
CA

For the CA Certificate, select the Root CA certificate

Generate a certificate request and send this to the Root CA for signing. This certificate should be
issued with enhanced key usage to include OCSP Signing (1.3.6.1.5.5.7.3.9) and the OCSP No
Revocation Checking extension set. Import the response

Set the Status source to point to the CRL issued from the Root CA

Configure the Validity, Response Options and Caching as required

Create a new CA called Issuing CA Responder and configure the preferred Crypto Provider for this
CA

For the CA Certificate, select the Issuing CA certificate

Create a Certificate request and send this to the Issuing CA for signing. This certificate should be
issued with enhanced key usage to include OCSP Signing (1.3.6.1.5.5.7.3.9). Optionally, it can be
also issued with the OCSP No Revocation Checking extensions set. Import the response

Set the Status source to point to the CRL issued from the Issuing CA

10. Configure the Validity, Response Options and Caching as required
11. Configure Logging and Statistics from the Options menu as required
12. Start the OCSP Responder
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Other Information

Configuration File

The configuration is stored is an xml file and is located here:
C:\ProgramData\Krestfield\OCSPResponder\config.xml

This file should be included in regular backups

Location of Management Console Log

Operations performed by the Management Console (such as the generation of certificate requests) are
logged to the Management Console Log here:

C:\ProgramData\Krestfield\OCSPResponder\OCSPRespMCLog.txt

Event IDs in system log

If the option to write errors to the windows event log is set, any errors will also be reported in the Windows
Event Log. These events have the following properties:

Log Name:  Application
Source: Krestfield OCSP Responder

Event ID: 2560
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Support

If you experience any issues with the Krestfield OCSP Responder or require help or advice on any aspects
of the systems setup, contact support via email at support@krestfield.com or visit our web site at
https://www.krestfield.com
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