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Overview 

 

 

The system produces several logs but these can be split into Processing logs and the Management 

log.  The Management log is written to by the Management Console Web Application.  The 

Processing Logs are written to by the underlying EzSign Server instances and interfaces 

 

All logs are located here: 
 

[Install Location]\logs\ 

 

e.g. 

 

Windows: C:\Program Files\Krestfield\PKCloud\logs\ 

Linux/Solaris: /opt/apps/pkcloud/logs/ 

 

But this location can be changed by navigating to the Logging menu and updating the Log Folder: 
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Management Log 

 

The management console writes to a log file named pkcloud.log 

 

This log contains entries relating to users logging in, generating CSRs, deleting certificates etc. as 

well as other debugging and system information 

 

This log is formatted using log4j2, details of which can be found here 

 

To alter the logging behaviour edit the log4j2.xml file (in line with the log4j2 specification) located 

in the .\WEB-INF\classes folder where the web app has been deployed 

e.g. 
C:\Program Files\Krestfield\PKCloud\apache-tomcat\webapps\ 

pkcloud\WEB-INF\classes\log4j2.xml 

 

If unsure of the updates required, contact Krestfield Support with your requirements 

 

To access this log from the Management Console, select the Logging menu and click the following 

link 

 

 
The log may also be accessed from the Server Log View, by selecting the Download Manager Log 

button 

 

https://logging.apache.org/log4j/2.x/
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Processing Logs 

 

Server Logs 
 

These files will contain the main server logs including the transaction logs relating to operations 

such as signature generation, verification, random number generation etc. 

 

There will be one file per server of the form ezsign_s[server number].log e.g. if you were 

running two servers, the following files would exist: ezsign_s1.log, ezsign_s2.log 

 

By default these log files will rollover once a day or when they reach 100Mb in size when they will be 

zipped and placed in a date named folder at the same location (e.g. ./2020-01/ezsign_s1-2020-

01-22-1.log.gz) 

 

 

These files are formatted using log4j2, details of which can be found here 

 

To alter the logging behaviour of these files edit the log4j2_template.xml file (in line with the 

log4j2 specification) located at the WEB-INF folder in the application deployment location e.g. 
 

C:\Program Files\Krestfield\PKCloud\apache-tomcat\webapps\ 

pkcloud\WEB-INF\classes\log4j2.xml 

 

If unsure, contact Krestfield Support with your requirements.  If the log4j2_template.xml file is 

edited, be sure to preserve the [LOG_FILENAME] and [LOG_FOLDER] placeholders as these are 

replaced by the Management Application when a server is started 

 

To view these logs from the Management Console, select the Servers menu.  From the Action drop 

down, select View Log for the server whose log you wish to view 

 
 

 

  

https://logging.apache.org/log4j/2.x/
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Restful Server Logs 
 

These files contain debug information written by the restful interface. They will include details when 

a user authenticates to the rest API etc. 

 

There will be one file per server of the form ezsign_r[server number].log e.g. if you were 

running two servers, the following files would exist: ezsign_r1.log, ezsign_r2.log 

 

 

Output and Error Logs 
 

The following log files contain output and system error information that may be useful during 

debugging purposes.  These logs will not contain any transaction data but may be required by 

support to assist with any queries.  If an issue is encountered the Support team may request these 

logs 

 

o Rest api error log 

r[server number].err e.g. r1.err 

 

o Rest api output log 

r[server number].out e.g. r1.out 

 

o Server error log 

s[server number].err e.g. s1.err 

 

o Server output log 

s[server number].out e.g. s1.out 
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