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Configuration 

 

Creating the Channel 
 

Select the Channels menu item and click New PKI Channel 

 

In the form enter the following details 

 

o Enabled 

o Check this to enable the channel.  If unchecked the channel will be disabled and any 

calls referencing this channel will fail 

 

o Channel Name 

o Enter a name (do not include spaces) for the channel.  This name is case sensitive and 

must be passed by client applications in the API calls to reference this specific channel 

 

o Key Store 

o From the drop down, select the Key Store to use for this channel.  Refer to the Key 

Stores documentation for details on Key Store setup.  A Key Store must have already 

been configured before the channel configuration can be completed.  If this has not been 

done, go back and setup the Key Store first 

 

 

 

Signature Key Options 
 

These options determine the algorithm that will be used to generate keys in the channel.  When a CSR 

is generated a key of the type specified here will be generated  

 

The available options are: 

 

o Signature Algorithm 

o From the drop down choose either RSA or ECDSA 

 

o If RSA is chosen the Key Size option is made available,  Choose the key size required 

 

o If ECDSA is chosen the Curve option is made available.  Choose the curve required 

from the list of SECG curves (including NIST approved).  If another curve is required, 

select Other… and type the name in the Curve Name box.  This can be any other curve 
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name such as brainpoolp256r1 but you must ensure that the curve is supported by the key 

store/HSM  

 

 

 

Signature Generation Options 
 

These options determine how signatures will be created 

 

The available options are: 

 

o Signature Type 

o From the drop down choose either PKCS#7 or Raw/PKCS#1 

 

The PKCS#7 option will generate signatures following the PKCS#7 and CMS 

(Cryptographic Message Syntax) standards as described in RFC 2315 and RFC 3852.  

Note: Regarding the signatures generated in this instance there are no changes 

between these RFCs 

 

The Raw/PKCS#1 option will generate signatures in line with RFC 2437 using the 

RSAES-PKCS1-v1_5 scheme (for RSA) and in line with RFC5480 for ECDSA 

 

o If the PKCS#7 option is chosen the following options are also available: 

▪ Include Content with Signature 

• If checked, the original content sent for signing (whether previously 

hashed or not) will be included within the PKCS#7 structure 

 

▪ Include Signed Attributes 

• If checked the signed attributes – Signing Time, Message Digest and 

Content Type will be included in the PKCS#7 structure 

 

▪ Certificates to Include 

• From the drop down choose whether to include only the signer certificate 

(Signer Only), all certificates except the root (All Except the Root) or all 

certificates in the path (All) within the PKCS#7 structure 

 

o Hash Algorithm 

o Choose the algorithm that will be used to hash the provided data (if not already hashed).  

This option is available for both types of signature 

 

 

 

Signature Verification Options 
 

These options determine what additional checks will be performed when signatures are verified 

 

The available options are: 

 

o Additional Checks 
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Checking any of the following will result in the check being performed on the signature being 

verified 

 

o The Signature Must Contain ‘Signed Attributes’ 

▪ The signature must include these attributes otherwise verification will fail 

 

o The Signature Must be Generated with a Strong Hash Algorithm (SHA-2 and stronger) 

▪ If the signature hash algorithm is one other than SHA-2/SHA-3 (e.g. SHA-1, 

MD5), verification will fail 

 

o All Certificates in the Signature Must be Generated With Strong Hash Algorithms 

(SHA-2 and stronger) 

▪ As above but this setting relates to the certificate hash algorithms (rather than 

the data signature algorithm) 

 

o The Signing Certificate Must Include The Non Repudiation Key Usage 

▪ If Non-Repudiation is required (rather than just the Digital Signature key usage) 

check this option 

 

o CA Certificates Must Contain The Basic Constraints Key Usage 

▪ CA certificates should contain this extension, but some older certificates do not.  

Uncheck this option to allow these older non-compliant certificates.  RFC 5280 

mentions that conforming CAs MUST include this option 

 

o Relax Root Certificate Extension Checks 

▪ Some root CA certificates are non-compliant regarding hash algorithms, key 

usage etc. but are still trusted.  Check this option to allow these legacy root 

certificates to pass verification 

 

o Relax all certificate extension checks 

▪ Check this option to permit all certificates to violate the usual hash algorithm and 

key usage rules.  Checking this option overrides any other setting above 

 

o Allow Expired Certificates 

▪ Expired certificates should fail verification.  In extreme cases however, the risk to 

allow an expired certificate (for a number of days only) is less than the risk to 

operations or the business.  Check this option to permit expired certificates  

• If the above option is checked you may specify the number of days an 

expired certificate will be permitted in the Allow Expired Certs for (days) 

field.  For example, if a certificate has just expired and you wish to allow 

this for 5 days whilst a replacement is obtained, set this value to 5 

 

o Minimum Key Size 

o The minimum key size that will be permitted.  For example, if you wish to disallow 

certificates generated with keys smaller than 2048 bits, set this to 2048.  Signatures 

generated with certificates whose key sizes are less than 2048 bits (e.g. 512bits and 

1024bits) will then fail verification 
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o Maximum Key Size 

o The maximum key size that will be permitted.  Signatures produced with large key sizes 

can become computationally expensive to process.  Set this value to limit the maximum 

key size 

 

o Path Check Class 

o If you have developed a custom path check class, specify the full classpath here.  For 

more details on custom path checking see the EzSign Installation and Configuration 

Guide, section titled: Custom Certificate Path Checking 

 

 

Revocation Checking Options 
 

There are three options available for the Revocation Checker:  

 

o NONE 

o Select this option if no revocation checking is required.  If this option is selected no 

further configuration is required 

 

o OCSP 

o Select this option if you wish to check revocation using OCSP (Online Certificate Status 

Protocol - see RFC 6960 for details).  If this option is selected several other 

configuration options become available (see below) 

 

o CRL 

o Select this option if you wish to check revocation using CRLs (Certificate Revocation 

Lists).  If this option is selected several other configuration options become available 

(see below) 

 

OCSP Configuration 
 

The following options are available when OCSP revocation checking is configured 

 

o Connect Timeout (secs) 

o The time in seconds the server will wait for a connection to be made to the OCSP 

server.  If the OCSP server is busy or down, revocation checking will fail when this 

timeout is exceeded 

 

o Read Timeout (secs) 

o The time in seconds the server will wait for a response from the OCSP server after a 

connection has been made and the request sent.  If the OCSP server is busy or down, 

revocation checking will fail when this timeout is exceeded 

 

o Use Default OCSP URL 

o If this option is checked, enter the OCSP URL in the Default OCSP URL box.  All OCSP 

requests (including those for the end-entity, intermediate certificates and OCSP signer 

certificates) will then be sent to this same URL.  This is required for IdenTrust 

compliance 
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o If this option is not checked then OCSP requests will be sent to the URL specified in the 

certificate’s AIA (Authority Information Access) extension   

 

o Sign Request 

o If checked, every OCSP request will be signed.  The certificate that will perform the 

signing is the configured signing certificate for that channel.  This is required for 

IdenTrust compliance.  If this option is checked you must also choose the Signature 

Hash Algorithm which determines the algorithm that will be used to generate the 

signature over the OCSP request 

 

o Max Time Since Response Produced (minutes) 

o This value determines how fresh OCSP responses must be.  The OCSP Response 

Produced At value is examined and if further in the past than the value specified here, 

revocation checking will fail 

 

o Enable Response Caching 

o If checked OCSP responses are cached for the number of seconds specified in the 

Cache Response for (secs) value.  If a request for the same certificate is made within 

the cache period, the cached response will be used 

o If only the OCSP responses for CA certificates should be cached, check the Cache CA 

Certs Only option.  This will result in an OCSP request being made for every end-entity 

certificate request, but requests for CA certificates will be cached 

 

o Check OCSP Response Signer Key Usage 

o If checked, the certificate which signed the OCSP response must have the OCSP 

Signing enhanced key usage set 

 

o Ignore SSL/TLS Errors 

o If TLS is used to secure the OCSP URL, the TLS root certificate (and potentially other 

certificates in the chain) must be present (and trusted) in the server’s Java runtime (e.g. 

added to the cacerts file).  If there are reasons why this cannot be performed and the 

OCSP URL is otherwise trusted, TLS errors can be ignored by checking this option   

 

o Use Proxy 

o If access to the OCSP URL must go via a proxy, check this box.  Ensure the proxy has 

already been setup in the Proxy section  

 

 

CRL Configuration 
 

The following options are available when CRL revocation checking is configured 

 

o Force CRL Download Every Time 

o If checked, every time a revocation check is performed the CRL will be downloaded.  

This will ensure that the latest produced CRL is always retrieved, but is not 

recommended for high volume applications 

o If this is not checked a CRL will only be downloaded when the existing CRL expires 

 

o Allow Expired CRLs 
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o An expired CRL should cause a revocation failure (if a fresh CRL cannot be 

downloaded).  In extreme cases however, the risk to allow an expired CRL (for a number 

of days only) is less than the risk to operations or the business.  Check this option to 

permit expired CRLs  

o If this option is checked you may specify the number of days an expired CRL may be 

used in the Allow Expired CRLs for (days) field.  For example, if a CRL has just 

expired and you wish to allow this for 5 days whilst the issue is resolved, set this value to 

5 

 

o Ignore SSL/TLS Errors 

o If TLS is used to secure the CRL download URL, the TLS root certificate (and potentially 

other certificates in the chain) must be present (and trusted) in the server’s Java runtime 

(e.g. added to the cacerts file).  If there are reasons why this cannot be performed and 

the CRL download URL is otherwise trusted, TLS errors can be ignored by checking this 

option   

 

o Use Proxy 

o If access to the CRL download URL must go via a proxy, check this box.  Ensure the 

proxy has already been setup in the Proxy section  

 

Managing Certificates 

 

From the Channels menu, click Manage Certificates from the Action drop down for the PKI channel 

required 
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CSR Generation 
 

To generate a new CSR (Certificate Signing Request) click the Generate CSR button 

 
Enter the required DN (Distinguished Name) for the request and select the Key Size from the drop 

down.  Click Generate 

 

 

 
The CSR will be generated and can then be downloaded for submission to the CA (Certificate 

Authority) for signing 
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Importing Certificates 
 

When the CSR (above) has been processed, the following must then be imported:  

• The signing certificate issued from the CSR 

• The issuing CA certificate  

• The root CA certificate (if different to the issuing CA) 

• Any other intermediate CA certificates in the chain 

 

Such that the full certificate chain is imported 

 

If the channel is to be used for verification purposes only (and not signing) at a minimum only the root 

CA certificate needs to be imported.  However, if the remaining certificates in the chain (intermediate 

CA certificates) are not included in signatures or provided by the client when making a verify signature 

call, these must also be uploaded 

 

To import a certificate, from the Manage Certificates menu click Import Certificates 

 
Click Browse… and navigate to the certificate files.  These may include the end-entity (issued from the 

CSR), intermediate and root certificates.  Multiple certificates can be selected including multiple end-

entity and CA certificates.  Files must be .cer, .crt files and may be binary (DER encoded) or SMIME 

base64 encoded files 
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The certificates will be imported 

 

The Type symbol displayed indicates the certificate type, as follows: 

 

 
End Entity Certificate 
 

 Intermediate CA Certificate 
 

 
Root CA Certificate 
 

 

The options available under the Action button for each certificate are: 

 

o View Details 

o View the certificate details 

 

o Download 

o Download the certificate to the local machine 

 

o Delete 

o Delete the certificate from the Key Store 

 

For end entity certificates, if an associated private key exists (i.e. the certificate has been issued from a 

previously generated CSR), the additional option of Set as the Signing Certificate will also be present 

under the Action button.  Note that the full certificate chain must be imported before this option 

becomes available 

 

If this option is selected the certificate will be set as the signing certificate and sign data calls to the 

channel will use this certificate to sign the data 
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Once the signing certificate has been set, the full certificate path will be displayed under the Current 

Signing Certificates heading.  Note that the full path will be displayed in the order: End Entity, 

Intermediate CA Certificates, Root Certificate 

 

Certificates not involved in the signing path will be displayed under the Other Certificates heading 

 
Expired certificates are displayed in red 

 

 

Importing From HSM 
 

If the channel is using a PKCS#11 Key Store then the additional option Import From HSM will also be 

available   

 

This option will import all keys and certificates that are already stored on the HSM.  For example, if the 

HSM was used by another signing solution, the keys and certificates used by that system may be 

imported in to this channel 

 

To perform this operation simply click the Import From HSM button.  A confirmation message will be 

displayed once all objects have been imported.  Use the Set as the Signing Certificate and Delete 

options to set the desired signing key and delete any unwanted certificates 

 

 

Note that for any certificate changes to take effect, any running server instances must be restarted 
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